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ABSTRACT
Periodontitis is a chronic inflammatory disease affecting approximately 45% of adults worldwide, representing a 
leading cause of tooth loss and a significant public health burden. Early detection is critical for effective intervention, 
yet conventional diagnostic methods periodontal probing and radiographic imaging are operator dependent, time 
consuming, and inaccessible in many primary care settings. This paper presents a comprehensive framework for 
IoT enabled periodontitis detection using edge/cloud artificial intelligence (AI). The system integrates three core 
innovations: (1) a network of low cost, non invasive IoT sensors (optical, electrochemical, and mechanical) that 
capture salivary biomarkers, gingival tissue reflectance, and pocket depth estimates within 60 seconds; (2) an edge 
AI module (quantized neural network, 0.9 MB footprint) that performs initial screening and anomaly detection with 
<100 ms latency, enabling real time feedback in clinical or home settings; and (3) a cloud AI module that aggregates 
anonymized data for multi modal fusion, longitudinal tracking, and continuous model improvement via federated 
learning. We validate the framework using a simulated dataset (1,200 patients, 80% periodontitis prevalence) and 
a physical testbed (20 sensor nodes, 5 edge gateways). The edge classifier achieves 87.3% sensitivity and 83.1% 
specificity for distinguishing healthy from diseased sites. The cloud fusion model improves sensitivity to 93.8% and 
specificity to 91.7% using combined optical and electrochemical biomarkers (IL 1β, MMP 8, and hemoglobin). 
System level latency is 85 ms for edge inference and 340 ms for full cloud processing, well within clinical tolerances. 
This work establishes that IoT edge cloud architectures can democratize periodontal screening, enabling early 
detection in primary care, teledentistry, and at home monitoring while maintaining privacy and scalability.
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Introduction
Periodontitis is a chronic, multifactorial inflammatory disease 
of the tooth‑supporting structures, caused primarily by dysbiotic 
microbial biofilms that trigger a host‑mediated inflammatory 
response [1]. The disease progresses silently, often without 
pain, until significant attachment loss and bone destruction have 
occurred. By the time patients seek care, irreversible damage 
may be present. Conventional diagnosis relies on periodontal 
probing and radiographic assessment methods that require trained 
personnel, specialized equipment, and patient compliance, 

limiting their reach in underserved populations [2]. Moreover, the 
subjective nature of probing (which depends on probe angulation 
and applied force) yields high inter‑examiner variability [3].

Recent advances in biosensor technology and artificial intelligence 
have opened new possibilities for non‑invasive, automated 
periodontal assessment. Point‑of‑care devices capable of detecting 
salivary biomarkers such as matrix metalloproteinase‑8 (MMP‑8), 
interleukin‑1β (IL‑1β), and hemoglobin have shown promising 
correlation with disease severity [4]. Meanwhile, smartphone‑based 
optical imaging and machine learning algorithms have 
demonstrated feasibility for gingivitis and periodontitis screening 
using visible and near‑infrared light [5].

This paper proposes a complete system architecture that leverages 
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the Internet of Things (IoT), edge computing, and cloud AI to 
detect periodontitis at scale. The system aims to be: (1) Low‑cost 
and non‑invasive, using simple salivary or tissue‑contact sensors; 
(2) Real‑time, with on‑device inference and immediate feedback; 
(3) Privacy‑preserving, with federated learning for model updates; 
and (4) Scalable, supporting teledentistry and community‑based 
screening programs.

Background and Related Work
Periodontitis Pathophysiology and Biomarkers
Periodontitis is characterized by the progressive loss of connective 
tissue attachment and alveolar bone due to host inflammation. Key 
molecules include pro‑inflammatory cytokines (IL‑1β, TNF‑α, 
IL‑6), tissue‑destructive enzymes (MMP‑8, MMP‑9), and bone 
resorption markers (RANKL/OPG ratio) [6]. Gingival crevicular 
fluid (GCF) and saliva contain these biomarkers at concentrations 
that reflect disease activity. Studies have shown that MMP‑8 
levels in saliva correlate with probing pocket depth and clinical 
attachment loss, with diagnostic accuracies exceeding 80% for 
distinguishing periodontitis from health [7].

IoT and Biosensors for Periodontal Applications
The integration of biosensors with wireless communication has 
led to several prototype devices. Electrochemical biosensors using 
disposable strips can measure MMP‑8 or IL‑1β from saliva within 
minutes [8]. Optical sensors that analyze tissue reflectance or 
autofluorescence have been used to assess gingival inflammation 
and bleeding [9]. However, most systems remain laboratory‑based, 
and none have combined multi‑modal sensing with edge/cloud AI 
in a deployable architecture.

AI and Machine Learning in Periodontology
Machine learning has been applied to periodontitis diagnosis using 
radiographic data, clinical parameters, or salivary biomarkers. 
Models such as random forests and support vector machines 
have achieved AUC values of 0.82–0.90 for severe periodontitis 
detection [10]. Deep learning has been used for automated 
bone loss quantification on panoramic radiographs, achieving 
near‑expert performance [11]. However, these approaches rely on 
imaging or clinical data requiring specialist visits. Edge AI with 
quantized neural networks has enabled low‑power inference for 
other medical applications, but its use in periodontal screening 
remains unexplored.

Research Gap
No previous work has integrated non‑invasive sensor arrays with 
a distributed edge/cloud AI architecture for real‑time periodontitis 
screening. This paper addresses that gap by presenting a complete 
framework from sensor hardware to cloud analytics.

System Architecture
Overview
The proposed IoT‑enabled periodontitis detection system 
comprises three layers:
1. Device Layer: Low‑cost, single‑use or reusable sensors that 

capture optical and electrochemical signals from saliva or gingival 
tissue.
2. Edge Layer: A smartphone‑based or gateway device running a 
lightweight quantized neural network (QNN) for initial real‑time 
anomaly detection.
3. Cloud Layer: A secure server with a multi‑modal fusion model, 
longitudinal patient records, and federated learning capabilities.

Sensor Modalities
Sensor Type Measurement Biomarker/Parameter Clinical 
Rationale
Optical reflectance Gingival tissue color/autofluorescence 
Hemoglobin, collagen cross‑links Inflammation increases blood 
flow and alters tissue scattering
Electrochemical strip Saliva or GCF sample MMP‑8, IL‑1β 
Elevated in active periodontitis
Mechanical probe (optional) Estimated pocket depth Tissue 
resistance/indentation Surrogate for clinical attachment loss
The optical sensor uses a three‑wavelength LED (green, red, 
near‑infrared) and a photodetector, similar to pulse oximeter 
technology, placed gently against the gingiva. The electrochemical 
sensor is a disposable test strip requiring a 20‑μL saliva sample.

Edge AI Module
The edge module runs on a smartphone or dedicated micro-
controller (ARM Cortex‑M4). A quantized 3‑layer fully connected 
network (input: 12‑dimensional feature vector from optical and 
electrochemical sensors; hidden: 24, 12 neurons) classifies each 
site as healthy or diseased. Model weights are 8‑bit integers, with 
a total footprint of 0.9 MB.

Inference specifications: <100 ms latency, <5 mW power 
consumption.
Privacy: All raw sensor data remain on the edge device unless the 
patient opts into cloud sharing.

Cloud AI Module
The cloud module receives de‑identified data from edge devices 
and performs multi‑modal fusion combining:
·Optical reflectance features (tissue hemoglobin index, 
inflammation index)
•	 Biomarker levels (MMP‑8, IL‑1β)
•	 Demographic and risk factors (age, smoking, diabetes)

A gradient boosting model (XGBoost) trained on a multi‑center 
dataset provides the final classification.

Federated learning: Model updates are computed locally on 
participating edge devices and aggregated using the Federated 
Averaging algorithm, preserving patient privacy.

System Workflow
1.	 Acquisition: Patient places sensor on gingiva or provides 

saliva sample; data captured in 60 seconds.
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2.	 Edge screening: QNN provides immediate result ("likely 
healthy" or "likely diseased") and a confidence score. If 
confidence >0.9, the result is displayed and no cloud upload 
required.

3.	 Cloud confirmation: For cases with intermediate confidence, 
data are anonymized and uploaded for multi‑modal fusion; 
clinician receives a detailed risk assessment and longitudinal 
tracking.

Experimental Methodology
Simulation and Testbed
Simulation dataset: 1,200 virtual patients (80% periodontitis, 
20% healthy) with synthesized sensor features based on published 
biomarker correlations, including realistic noise and variability. 
Features included optical reflectance indices, MMP‑8/IL‑1β 
levels, and demographic risk factors.

Physical testbed: 20 sensor nodes (ESP32 + custom optical/

electrochemical front‑end), 5 Raspberry Pi edge gateways, 
and a cloud server emulating AWS IoT Core. Testing included 
100 simulated patient sessions with real‑time edge and cloud 
processing.

Model Training
Edge QNN: Trained on 80% of the simulated dataset using binary 
cross‑entropy loss and validated on 20%.
Cloud XGBoost: Trained on the full dataset (patient‑level split, 
5‑fold cross‑validation).

Baseline Comparisons
Method Description
Clinical probing (simulated) Standard pocket depth measurement, 
used as ground truth
Rule‑based optical index Simple threshold on optical inflammation 
index
Standalone edge QNN No cloud fusion

Results
Detection Performance

Edge Performance and Resource Utilization
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Cloud‑only (biomarkers only) No edge screening, all data to cloud

Metrics
Primary: Sensitivity and specificity for periodontitis detection at 
the site level; Area Under the ROC Curve (AUC). Secondary: 
System latency (ms), energy consumption (mAh per test), user 
satisfaction (survey 1‑5).

The proposed hybrid edge‑cloud system achieves sensitivity 
and specificity comparable to clinical probing, outperforming 
standalone edge or cloud‑only models.

Key finding: Fusing optical and electrochemical data reduces false 
positives compared to either modality alone, and cloud model 
recalibration improves performance in patients with confounding 
conditions (e.g., smokers).

Cloud Model Performance (Fusion)

Federated Learning Simulation

System‑Level Latency
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All metrics fall within the capabilities of current‑generation 
smartphones and low‑power microcontrollers.

Biomarker levels dominate the risk prediction, but optical indices 
provide independent signal, particularly in individuals with normal 
salivary biomarker levels [12].

Federated learning achieved near‑centralized performance while 
eliminating raw data transfer.

Edge‑only processing meets the <200 ms requirement for real‑time 
feedback. Cloud processing (when required) remains under 1 
second, acceptable for non‑emergency screening.

Discussion
Clinical Feasibility and Interpretation
The proposed system achieves a sensitivity of 93.8% and specificity 
of 91.7%, which approaches the performance of clinical probing 
in the simulation. For an at‑home or primary care screening 
application, this level of accuracy would be clinically useful. 
Importantly, the edge‑only mode provides immediate results in 
under 150 ms, enabling real‑time chair‑side decision support [13].

The integration of both optical and electrochemical sensors creates 
redundancy: if one modality is unavailable (e.g., patient cannot 
provide saliva), the other can still produce a usable result, albeit 
with slightly reduced accuracy.

Comparison with Prior Work
The performance of the cloud model (AUC 0.97) is comparable to 
published studies using salivary biomarkers and machine learning 
(AUC 0.85–0.95) [14]. Our edge model (AUC 0.91) exceeds the 
reported performance of rule‑based optical indices (AUC 0.78), 
confirming the value of AI for on‑device processing.

The federated learning approach is novel in this context, enabling 
continuous model improvement from real‑world deployments 
without centralized data aggregation.

Limitations
Simulation dependency: The primary validation was based on 
simulated data, with correlations drawn from published literature 
but not directly measured in a clinical trial. Physical sensor noise 
and patient motion could degrade real‑world performance.
Small physical testbed: The physical testbed confirmed system 
operability but not diagnostic accuracy in vivo. A prospective 
clinical trial with 200–300 patients is required for regulatory 
approval.
Biomarker stability: Salivary MMP‑8 and IL‑1β levels vary 
diurnally and with oral hygiene; real‑world collection protocols 
require standardization [15].
Regulatory pathway: The system would require FDA clearance 
as a Class II medical device, necessitating clinical validation.

Future Directions
Prospective validation: A multi‑center trial using the sensor 

prototype is planned for 2026.
Smartphone integration: Development of a companion app with 
gamified home‑screening guidance.
Multi‑disease detection: Extending the sensor‑AI framework to 
detect early caries or oral cancer.
Teledentistry integration: Embedding the system into remote 
consultations to enable synchronous or asynchronous screening.

Conclusion
Periodontitis affects billions worldwide, yet its early detection 
remains limited by the cost, complexity, and accessibility of 
conventional diagnostics. This paper presented an IoT‑enabled 
periodontitis detection framework that leverages edge/cloud AI 
to overcome these barriers. The system combines non‑invasive 
optical and electrochemical sensors with real‑time edge inference 
and cloud fusion, achieving 93.8% sensitivity and 91.7% specificity 
for periodontitis detection comparable to clinical probing 
with edge latency under 100 ms. Federated learning enables 
privacy‑preserving model improvement without raw data transfer. 
This work establishes the technical and algorithmic feasibility 
of scalable, low‑cost periodontal screening, with the potential 
to democratize access to early disease detection in primary care, 
teledentistry, and at‑home settings.
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